Legal, Ethical and Consent Considerations

[ > o 0
Eloise Gratton B ! :
Partner and National Co-Leader, Privacy and Data Security —

March 15th, 2016 Borden Ladner Gervais




PIPEDA Background : Consent-based Model

= Asthe growingnumber of
automated databanksand
computers represented the
biggest concern for policymakers
in the early 1970s, the way to
address this specific threat hasled
to conceptualizing privacy asthe
individualsin “control of their
personal information”.
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Consent under PIPEDA is quite flexible

may vary, depending upon the circumstances and the sensitivity of
information.

in obtaining consent, the “reasonable expectations” of the individual are
also relevant.

the knowledge and consent of the individual are required for the collection,
use, or disclosure of personal information, “except where inappropriate.”
* it maybe impossible or impractical to seek consent (legal, medical or security
reasons);
e obtaining consent might defeat the purpose (fraud or law enforcement);

» seeking consent may be impossible or inappropriate (minor or mentally
incapacitated);

e impossible if do not have a direct relationship with the individual.

under article 5 (3), catch-all reasonableness test:

 “An organization may collect, use or disclose personal information only for

purposes that a reasonable person would consider are appropriate in the B G
circumstances.” L
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Amendments on Consent:

S-4 Digital Privacy Act

e Original wording (4.3.2,
schedule 1):

To make the consent
meaningful, the purposes must
be stated in such a mannerthat
the individual can reasonably
understand how the
informationwill be used or
disclosed.

 New wording post S-4 (6.1
PIPEDA) %

The consent of anindividualis only
valid if it is reasonable to expect
thatan individual to whomthe
organization’s activities are directed
would understand the nature,
purpose and consequences of the
collection, use or disclosure of the
personal information to which he or

she is consenting
SLG
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Next steps in addressing consent challenges ...

* Amending PIPEDA?

 Lawshould be technology neutral + flexible + considering evolving social
norms

* More Policy Guidance?

* Enhanced transparency + valid consent + consumer expectations

e Better Interpretation?

e Considering impact on innovation + ethics
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Consent and Business Analytics
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OPC findings and business analytics

Express consent required No consent required
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Business analytics and data flow scenarios

Consent
required?

From individual Analyzed (individual or
aggregate basis)
From individual Analyzed in aggregate
In aggregate, [maybe analyzed, maybe
knowledge, trends not]

Re-applied and used on Probably
same individual

Knowledge and trend shared No
with third parties
— No use per se

Re-applied and used on
individual basis
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Scenario 1

Consent
required?

From individual Analyzed (individual or Re-applied and used on Probably
aggregate basis) same individual

" circumstances and the sensitivity of information

= “reasonable expectations” of the individual are also
relevant
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Marketing initiatives and personalization

TECH 2/16/2012 @ 11:02AM 2,175,209 views

How Target Figured Out A Teen
Girl Was Pregnant Before H

Father Did

e
k5 ‘ = ! . 324 comments, 169 called-out + Comment Now + Follo

Every time you go shopping, you
share intimate details about your
consumption patterns with retailers.
And many of those retailers are
studying those details to figure out
what you like, what you need, and
which coupons are most likely to
make you happy. Target, for
example, has figured out how to
data-mine its way into your womb,
to figure out whether you have a
baby on the way long before you

TARGET
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Thanks to a story in the London Evening Standard, it was widely
reported last week that British Airways had plans to start Google
image stalking its fliers so that its representatives could recognize
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Scenario 2

Consent
required?

From individual Analyzed (individual or Re-applied and used on Probably
aggregate basis) same individual
From individual Analyzed in aggregate Knowledge and trend shared No

with third parties
— No use per se

= De-identification process or level of aggregation

= No collection over what is necessary
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Scenario 3

Collection Consent
required?

From individual Analyzed (individual or Re-applied and used on Probably
aggregate basis) same individual
From individual Analyzed in aggregate Knowledge and trend shared No

with third parties
— No use perse

In aggregate, [maybe analyzed, maybe Re-applied and used on
knowledge, trends not] individual basis

=  Marketing vs. eligibility decision (discrimination) BLG

= Ethical considerations Borden Ladner Gervais



Marketing initiatives and personalization

Neighbourhood trends (+ use + location)
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Knowledge about consumer bias
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Marketers Should Take Note of When Women Feel Least
Attractive
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Dynamic pricing

THE WALL STREET JOURNAL =

TOP STORIES IN INTERACTIVE GRAPHICS 20f 12 30f12
The World Cup of Scoring: A National World at Their 4 7.‘
Everything Else Style Guide Feet: Team Profiles
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Dynamic Pricing SEARS
Retailers are adjusting prices on
everyday items several times a
day. Here is a look at prices

for a GE microwave on
Aug. 12 at three
Web retailers:

Best Buy raises
price to $899.99

4
Meet Team US n

Amazon drops
price to $744.46

Bost‘ Buy retums
price to $809.99

Amazon raises
price to $856.08

Related Interactives

Rikuzentakata’s
Struggle
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THEWALLSTREETJOURNAL. ¢ ™ in Q* 0

Tools & Features
Emalis & Alerts

Subscribe Customer Service

Why Subscribe? Customer Center
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Dynamic Pricing : Scenario 1 vs. 3

Collection

From individual

From individual

In aggregate,
knowledge, trends

Analyzed (individual or
aggregate basis)

Analyzed in aggregate

[maybe analyzed, maybe
not]

Consent
required?

Re-applied and used on Probably
same individual

Knowledge and trend shared No
with third parties
— No use perse

Re-applied and used on
individual basis
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Discussion and Q&A

Eloise Gratton
+514.954.3106

egratton@blg.com 3 LG
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